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Dev Cube &7

Dev Cube F& i s i 2o & TR, W5 10T #/F F#. MCU f2/7 T &AM RF PERENNK =FI)Re. AL
A 10T F1 MCU 27 FEAHCECE, RF MEEEMNIES % R AP REME 1) .

Dev Cube &L N H M FEFF I hRE, IF HSCRFRCER #F. flash 85240, wIARYE Al /SRR P TN .
B, HERSEM RIS X REIRE

Dev Cube )3 ZIyReun T

1. SCHF 10T BHFEF AT MCU B FE P I T 2k

2. ZFFLFAY Flash (0. 5. &

3. CHEEFEAE FHE Flash JFI0IE

4, FHIBEINEE OIS EE UART A1 JLink, 14058 5 Al i
5. XFFXTEFHAZRH) AES I LA KA 4 De

F Pl Ll S Bouffalo Lab Dev Cube, KU HTH A ) Dev Cube. XUidifift [k Jg S #F 9] BLDevCube.exe, £ Chip
Selection X IHHEFFIEREX W S, S Finish 3t A Dev Cube F 5.

Chip Selection X

=

Bouffalo Lab

Chip Type |BLG02/604 ~

= Back Cancel

K] 1.1: Dev Cube [F):th Fiik B AL
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Tk 10T ikt MCU f2Fr, ENTRISHERH A Z M FF, BT Eps:

RISER

Magic Code

Flash _Cfg

Boot Header

Public Key (Own)
(Optional , if signed )

BootInfo

PLL Cfg

Boot_Cfg

Signature (Own)
(Optional , if signed )

Reserved

Image Cfg

AES IV
(Optional , if encrypted )

Firmware

CRC

JR BB 7 AL

2.1: JA SN BR A RS

« BootInfo 3 1% Bootlnfo (1) Magic Code, Flash FIELE(E S, PLLALEES, HshZHE BV AGRGRERE

&

* Firmware [, RIS HFETFALHD

R R NN AR PR TRVE LS IR TR, LB )5 20 {5 B Bootinfo FEEFEEME . DAL TN, T2
FRYERE A H B 1) S2 PR 240, K XTAL. PLL. Flash 2t & {5 5565 31 Bootinfo Addr X B [y Huhik 7, K5 o7 FH AR P4 1% e
f) bin e 5] Image Addr X 5 kA .
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3

10T =2 T

£ View SHLPIEFE IOT LI, 2N IOT 25 FES M, FE AR T 807 A BBk S E

3.1 RREREFTHAN
- RE S
~ Interface: I T FEBERIMEAS T, TLLAHE Jlink 50 UART, T/ AR5 SC FRAIBIE Beith 17 i

— COM Port: i UART ZEAT T A X Bk £ 50/ #E8 COM 15, W Ll Refresh %41 k4T
COM Skl

— UartRate: 4ik# UART #HT FRUKINGE, BUSHERR, HE27 F M 2M
— Board: HEEHFAEFIIOIR TR S, BT SA GRS, SR PE T DTS SOk, st RuE T RER IR E S5

— Chip Erase: BMEE N False, FE RGeS IE R N 28 K NEAT 8RR, k35 True I, fEREFRERZ T2
# Flash 4= #B# 4%

- Xtal: TSR Hr A ) ah RS

Dev Cube H " FIt 6/ 23 @2021 Bouffalo Lab


http://www.bouffalolab.com/

Sl T
= Dev Cube Fl J*" Fiit

Bouffalo Lab
Ele View Help
/ Simple Flasher
Firmware Config
Interface Uart o Factory Params d\workspace\bouffalo_dev_cube\bl&02\device_tree\bl_factory_params_loTKit4A_40M.dts
COM Port o Partition Table Browse ‘ Dworkspace\bouffalo_dev_cube\ble02\partition\partition_cfg_2M.toml |
A ———————
Uart Rat 2000000 Boot2 Bin Browse ‘ Diworkspace\bouffalo_dev_cube\bl&02\builtin_imgs\blsp_boot2_release.bin |
a e
JLink Rate 1000 Firmware Bin Browse ‘ D:'\.workspace'\.bouffaIo_development_en\fironment’\.test_bin\.blSDZ'\ch\ptest_app_de||
Board T - [ Media Browse
Xtal e - []romfs Browse
Chip Erase | False ~ L[] MFG Bin B
[] AES-Encrypt Key (16 Bytes) IV (16 Bytes)
Refuech [] EccSign PublicKey Browse PrivateKey Browse
c Single Download Config
[] Enable 00 Browse

3.1: 10T Fef F 87 Ak £ 5 i

3.2 BLE T

— Partition Table: fi/f] Dev Cube H 3% FXfRith i 5 partition SCHFJer 73 X3, 70 XU 32 ZEARYE Flash
KNI E, BRINIESE 2M 153 X R B S A

— Boot2 Bin: ‘B & R4 B EEIETIE A Flash 5, 73idsr BLSP %4 s, 35§ EMFiEr, #HH
Dev Cube H % FXR & A #S builtin_imgs 3043 1) Boot2 Bin S04

— Firmware Bin: /' 4n 3480 bin 304, X H kP4 F) helloworld.bin

— Media/Romfs: Media 1 Romfs —i%&—, IR Z4i% Media, KM, R A)%E Romfs, MEEFER &L
3

- MFG Bin: i%&# MFG 3Cf, MFG S22 RF 7=l g fsE A i) SRR P, f 0 s dR2K 4, i%4% Dev Cube H %
SRR B A S builtin_imgs/mfg SC#E e mfg bin SCft

— AES-Encrypt: i S48 F s the, B AES-Encrypt eIk, 78 55301 i SCAHE g Aoin 2% B fii 1 1 Key
AUV, NP NEERIST R “07 ~ “F7, —A> Byte AN TR, FTLA Key A1 IV 20 HIER A 32 /4
T FEEENR IV SR)E 8 MFEM (B 4Bytes) %414 N 0

— EccSign: WAl L DiRE, 720K EceSign ik IiiE , JEAES51U M PublicKey &£ A0, PrivateKey
PRV, T HE SR pk hash 35 N efuse 1, K85 52 iliJm Ja shie 2 H s 4

— Single Download Config: “2Ji% Enable J& 1] F# 5.4 Raw S 14 FI35 € () Flash Hih, 78420 SCAHEEE T #;
Rk aathl, L Ox #1k
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Bouffalo Lab

File View Help

[ Simple Flagher

Firmware Config
e Uart - Factory Params d:workspace\bouffalo_dev_cube\bl602\device_tree\bl_factory_params_|oTKitA_40M.dts
ST Er o Partition Table Browse | Diworkspace\bouffalo_dev_cube\ble02\partition'\partition_dfg_2M.toml ‘
w
Uart Rate Boot2 Bin Browse | Drworkspace\bouffalo_dev_cube\ble02\builtin_imgs'\blsp_boot2_release bin ‘
JLink Rate 1000 Firmware Bin Browse | D:\workspace\bouffaIo,development,en\rironment\test,bin\blSOZ\chiptestjpp,del‘
Board IoTKitA i D Media Y
Xl 40 e D Roms e
Chip Erase  False v [ mFG Bin &
[] AES-Encrypt Key (16 Bytes) IV (16 Bytes)
Reficch [ Eccsign PublicKey Browse PrivateKey Browse
N
—
a Single Download Config
—

[] Enable 0D Browse

3.2 PRI FES I

3.3 THEF

« i UART 77 BRI 7, 208710 BOOT i E N, BALG A, [EHAT UART 513 FEAPIRE (W0
R BT ¥ Boot 5| A Reset 511, #i5 USB ¥4 119 DTR M1 RTS H#4%, WIEH FahikE, THEFZH
B Boot 5| I Reset it /). Hikd¥ Jlink J5 2GS, AT LA—EK: Boot 51 st BN AL, ik HALT M Flash
JRBRES

* niifi Create&Download, T RIAT L BN IR P 8L AR 2 28000 B R IT 4R be S B A 230 3L
TH log 55, BFTFHMI)

_ . e o
Y UL CEm—

LOG E

search

[14:25:10.600] - xip mode Verify

[14:25:10.629] - Read Sha256/4148

[14:25:10.630] - Flash xip readsha time cost(ms): 16.966064453125

[14:25:10.631] - Finished

[14:25:10.645] - Sha caled by dev: 355cb1e52218080F43808c3cf7b4d63e6766d10bb8b31cb5a18fd51124a4d322
[14:25:10.646] - Verify success

[14:25:10.647] - Program Finished

[14:25:10.648] - All time coskt(ms): 4406.21728515625

[14:25:10.750] - [All Success]

K 3.3: 10T F#HIEF

Eff: ARAEER T, REERNHEFEEN G E M, ek Create&Program il

o TEBI)E, R BOOT Sl i BONRHE-T, BALG R, M Flash 530, B, N HRE P RITT IS 478K
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Bouffalo Lab

TS hello world & 712 478 0 i 3% 5.

W[helloworld]
[helloworlc

[helloworlc

3.4: hello world F&)Fi51T 35

Dev Cube H F Fiit 9/ 23 @2021 Bouffalo Lab


http://www.bouffalolab.com/

MCU B T%

£ View S APIEFE MCU MET, ~iE A MCU FE/7 FE S H, EE MR THT A E. SES M EN L5 E&
SHBCE =D EE

4.1 BCEREHTHAR
. B S
~ Interface: I TiHE FEBERIEASEN, TLLEHE Jlink 503 UART, 7 R4 G BRAIBLE Beit (7 it

— COM Port: ik UART #H47 N #BHEIX Bk 58 R IEREN COM L5, mlbliid Refresh 28347
COM S fr) il r

— Uart Speed: i UART HE47 FRUIOM IR, HUS PR, HE# F4HMI% 2M

— Chip Erase: ZRIAWE N False, T %I EBE bR Y 25 K NEATHE RS, 4% True I, EREFFERZ IS
¥ Flash 4= 345

- Xtal: FFIEFEACT Bl ) S RS
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Bouffalo Lab
/ Image ' Partiion | Security | EfuseKey | FlashUtls
General Options
Interface Uart b
—— ——
com o mageType [Sngec) - Image Adar s
S
LR Image File |C:\Bouffalo\b\SGZ_mcu_sdk\out\ExampIes\hellowd\e}(amp\es_hel\owd‘bin | Browse
R
Jlink Speed 1000
Chip | click here to hide advanced opti <= ‘
Advanced Options
Xtal 40M ~
Flash Clock (‘xrmWayDis AES Key | |
- s v | |
C—
Encrypt | None v @ False | Publickey Cfg | | Browse
Clear S
—
- — — J—
S
|:| N R R

4.1: MCU [& T #o5 AL 7 i

4.2 IPERGSH
s it B SHEH:
— Boot Source: ERi\A Flash, R 1EF LM UART 503 SDIO J& ZhE44 (1 5 A4 5 2% £ UART/SDIO

— BootInfo Addr: Bootinfo J& a2 4047 bt Xt F AR, 5 0x0, X T X% CPUO 5if%, IS 0x0, X}
TR CPU1 541%, 35 0x1000

— Image Type: SingleCPU M T4 iz i451%, CPUO H T4 izt CPUO KI451%, CPU1 H T4 isli%
t CPU1 94i1%, Boot2 Fl-T4:5k Boot2 £if%, RAW T T a7 H & SR IR % IR S

— Image Addr: BRI A7, @ IHE 0x2000 2 0x2000 LLJ5 ksl
— Image File: #E&FEM FHFEFFI Bin SCHEEE 3R SC1E
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/ Image  Partiion | Security | EfuseKey | FlashUtls

General Options
Interface Uart b
Bootsoure Sootot Ade
oMot como |
CoM10 e Image Type | SingleCPU | Image Addr P
e
= Image File |C:\Bouffalo\b\SGZ_mcu_sdk\out\ExampIes\hellowd\e}(amp\es_hel\owd‘bin | Browse
—
JLink Speed 1000

Chip | click here to hide advanced opti <= ‘
Erase alse ~

Advanced Options

Flash Clock [48M | (‘xrmWayDis AES Key | |

— o —_— |
|
|

Xtal 40M ~

Encrypt | None v @ False | Publickey Cfg |
- e S

.
Clear
.

|:| N R R

4.2: GBS UL S

4.3 LESRFRESH
« A7 click here to show advanced options I, &JEIFEMEBECE, W EKSHALRE.
— Flash Clock: i T#% € Flash [
— PLL:PLL WAPRCE, MIEAFRRRREF, R S g
— CacheWayDis : L1C Cache [f] 4 % way %5, BRilN none, BIfli g4 4 & way
- Sign : R ERFEFHZ T ECC %4

— Crclgnore : /&7 % % CRC &M, 454k #% False i, JF )5 Boot Info ff] CRC K 4:; &2, AN E Boot Info
ff] CRC #:%:

— Hashlgnore : &5 75 Z M4 1 58 PE Hash 1560 . U2 80%+E False B 75 24 Hash 5 k2, MMlk4
) 58 HE P S 06

— Encrypt : 3% 7, R RS RN ThRe. (EREINZ IR T, 75 EMRYE AES % )5 A AES Key
1 AES IV A8 AN I EUE
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File View Help

/ Image \ Partiion | Security | EfuseKey | FlashUtils
General Options

Interface Uart ~

—— st s
compor mageType Singlecry | mage Adr i

R
Uat Image File |C:\Bouffalo\bIEﬂzimcu,sdk\out\Examples\hel\owd\examples,hellowd.bin | Browse
L

JLink Speed 1000
chip |c||ck here to hide advanced op <<|

Advanced Options
Xtal 40M ~

oo e | Aty | |
— R I R |
R
- - — -
S
Clear
R
s — S— -
S

K 4.3: mABHESHuk S

4.4 TEHiZF

o MiEFE UART 7 URRAR T, 52/ 1) BOOT WE Mm-S, ZA0H, MHAT UART 515 FEIPIRE (W
FH 1) Boot 51 JEIAT Reset 51, #i5 USB %83 ¥ DTR 1 RTS &4, MLH FahikE, THEF2HI)
W& Boot 7| A Reset 5 J1). *qik#¥ Jlink 77 pesk iy, 7T EL—E¥ Boot 5| & E WAL, ik AL T Flash
JE BN HIIRFS

* piifi Create&Program, T HRIAIHZN LN HIFEF GG AR S S HICE AT AR . LT & log /58, &
Fr R B

|:| - e R

127] - Read Sha256/20160
- Hash xip readsha time cost(ms): 19.947265625
2] - Finished

42] - Sha caled by dev: 10046039824ddafd22ec36617739c7fa932f10d5a21719b13adB2f4a884a9b01

K 4.4: TEEF

TR B EERCT, REERNARFEEN R SR E M, 2l Create&Program %4
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Dev Cube H /' Fiit

o NS, BT R BOOT SIS E VR, BALEF, (£ M Flash B30, B, MR RIA AT E R

N2 hello world & FFiz 47 2R FIRUR.

system clock=1G0N
hello world
Loop 1000, 1000
Loop 2000, 1000
Loop 3000, 1000
Loop 4000, 1000
elic_timer_handlerLoop 5000, 1000

&l 4.5: hello world F253Z 172505

Dev Cube fi /7 Fi}
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fE View sHPIESE MCU &I, siddi Security Wi, BEAMEIIFZESHACE M. BCEMSEESEM T 07/
B AES HAIEMHYINE

File View Help

Kl 5.1: S8 B A i
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51 GeEREFTEH AN
s LB ZHEE:
— Interface: H &£ FHEFERMEERD, ATLUER Jlink 30 UART, H P AR 5 SC bR B iE e AT ik 3%

— COM Port: 2ik# UART #E47 F #H0 I IX LU #5005 F 821 COM 5, AT Ll Refresh 1441 34T
COM 5 [yl

— Uart Speed: *i%#¥ UART #H47T FEIRE, S HRR, HEE T EME 2M

— Chip Erase: ZRINKE N False, NN 1% MR B Ay 28 K NBEIT 3RS, 16 4% True I, AR AT
¥ Flash 4x i #ER

— Xtal: FI TS Fr ) il PRS2

Interface Uart =

COM Port COM10 i

Uart Speed 2000000

JLlink Speed 1000
Chip Erase False P

Xtal 40m e

K 5.2: TS

52 ELEEHASH
PR INE, BT E FRETR, (£ Image ThAEH It AES XS HEATER NG, I A S T REAE I

* 7E AESMode HiEHExf Rz 15, Ak AES128
* 1£ public key cfg HIEFE A PEM U4, Ak $E/common/pem/publickey_uecc.pem
 AES Key 5 FH A 02 #8151 4E

mith Create, A:pk Efuse S(fF, it Program, ke3¢ Efuse (1
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AESMode AES128 =

public key cfg

| ChBouffalo'bouffalo_development_environment\common'pem'publickey_uecc.pem | Browse Write Lock
L

AES Key

|1}123455?0123455?1}123456?1}123455? | Wrrite Lock Read Lock

Create Program
L U——

5.3: S HI B i
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1E View SHAFIEFE MCU 1ET0, Ay Flash Utils &5, HEA Flash /i8I F 7M. Flash i#iXBhF H k3KHL Flash
ID. PEHURI3ERR Flash g bk Py 28 . SRBURTS NN %547 28 1A 4E

file View Help

K 6.1: Flash 1A\ B F St
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6.1 iIcEREF TN
o it B SHEH:
— Interface: H &£ FHEFERMEERD, ATLUER Jlink 30 UART, H P AR 5 SC bR B iE e AT ik 3%

— COM Port: 2ik# UART #E47 F #H0 I IX LU #5005 F 821 COM 5, AT Ll Refresh 1441 34T
COM 5 [yl

— Uart Speed: 4ifff UART 37 FARIOI R, HUSPEHG2, M F 4% 2M

— Chip Erase: BRiAE N False, FE IR GEs bl RN 28 K/ NEAT 48RS, 363 True i, EFERFRERZ T2
¥ Flash 4 fEkk

— Xtal: FI TS Fr ) il PRS2

Interface Uart =

COM Port COM10 i

Uart Speed 2000000

JLlink Speed 1000
Chip Erase False P

Xtal 40m e

K 6.2: TS

6.2 i¥#¥ Flash AR
» 352HY Flash [ ID: i Read ID

o B Flash [ KERIME: /& Start Addr " i B 7 Z i B 1T 4 ks 78 End Addr H ik B 75 Z e iU s 14
gEdiHhblk, i Read Flash, BEU A S TEAE flash.bin S0, % 0fF#%1%24: BouffaloLabDevCube-1.3.4-
win32/flash.bin

* ¥EBx Flash [E @ K BRI : £ Start Addr 1% B 75 ZEERR AR I aa bk 78 End Addr A B 75 ZEHERR a0 1 45
Wik, fids Erase Flash(#r 75 ZHEFREHGE {E, A 75 41& Whole Chip)
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D | | Read ID

L
Start Addr | 0x0 | Read Flash

L
End Addr | 0xD | Erase Flash ] Whole Chip

L

K| 6.3: i Flash 5

6.3 EEFFHRAR

o FEHUAFAE RS A 2 A£ Command i N EL AT 4 0x05/0x35, Length 38 5 75 i B A7 3, il Read Register,
BEEL A SR 7E Value

s GNFIEAMINE: £ Command Hii N 574 0x01, Length FF3H S F 25 NHIA L, K5 AKIEIEIA S Value
W, il Write Register

Length | | Read Register
Value | | Write Register
L
Kl 6.4: 35 FFAF A S
Dev Cube Hi /" Fit 20/ 23
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IAP 2 T&

7.1 E# Boot2 My X &
fE View SCELHPEFE MCU BT, sithi IAP LT, #EA IAP FEFF N
« BB O
— Interface: JHTidf FaEbek il ERE I, T LLIEEE Jlink 503 UART, AR SEBr ) BOEREIEAT 16 3%

— COM Port: qi%# UART #E4T T #A I IX B #6505/ 1851 COM 115, AT Ll Refresh #4241 4T
COM 5 (¥ il 3

— Uart Speed: *4i%#¥ UART 4T FEIR, 2R NEMZE 2M

— Chip Erase: ZRINWE N False, F# 1% IR P IER P 2 K NBEATHE RS, L8t True I, fEREFFRERZ TS
¥ Flash 43355

— Opt mode: &+ FH A . program: HT 5 ¥ boot2 F153[X3%; upgrade: H-T 57 firmware SCff

— Partition Table: f§iff Dev Cube H 3% X} R:ts 5 partition SCAFIH1) 73 X 3K, 70 XSO F 224 Flash
KoMK E, X Bk partition_cfg_mcu.toml

— Boot2: & & R4t )a 315217 —A Flash 27, M 5id . BLSP %4 ¥E, 35| FE~Fiafr, 4 Dev
Cube H3% F xR H -5 builtin_imgs/iap 0432 H1 (K] boot2_iap.bin

Dev Cube P FIit 21/ 23 @2021 Bouffalo Lab
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Dev Cube F i

Elle View Help

image | Partion | Security | Efuse Key | Flash Utis F\|

COM Port COM3 =

General Options

Uart Speed 2000000

JLink Speed 1000

ovp e
Xtal 32M

Opt mode
ion Table |D:\work\\ﬂ.5‘3\ch|ps\bl?ﬂz\pamt\on\partltmnicfgimcu.toml | m
Boot2 |D:\work\\ﬂ.5‘3\[hips\bl?OZ\builtiniimgs\\ap\buotZJap‘bm | m

| click here to show advanced options ==

0%

N G

B 7.1: IAP N#E07=UEBE I

o S AL E B UART Bz, 7iEw .

— FAERCT L1 BOOT 428 AL, [AII4%Z—F RST %4

— FAJF BOOT #I RST f#44#

s BLE RN, st FH Y R Creat&Program %4

o NG, Al Open UART %4 514% ~ RST 448, 2 EIWF log {55

E D G S

A%

[18:57:34.326] - hello world!
[18:57:35.317] - hello world!

[18:57:35.758] - o
[ [ V|
0 Sy o
(I N A I A A VA R
T TO Lo ndro

I A N P I P [ N

Build:10:44:48 Jun 4 2021
Copyright (c) 2021 Bouffalolab team

hello world!

7.2: Boot2 M5y X 3R #s L 5

Dev Cube fi /7 Fi}
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Dev Cube F i

7.2 E# firmware X%

SER Boot2 MI7FIX K F /5, Opt mode 4% upgrade

» Firmware : &£ ) im0 bin SCfF, X HEiEFA % helloworld.bin

s BB SEMG, ST S ) Creat&Program 1240, B 544 N R ) RST 4248, HIWI52kL firmware I8 H.

BRI SR -

Elle View Help

~
Image | Partiion | Security | EfuseKey | FlashUtls / 1AP \
General Options
s ostmode
COM Port COM3 V Partition Table I
Uart Speed 2000000
oot e
Jlink Speed 1000 r
Firmware ID:\Bouffalo\helloworld‘bm || m
Chip Erase False bt
| dlick here to show advanced options »»
-
I . il
-
Lo& 8
e e "
[19:04:41.511] - Flash load time cost(ms): 351.050814453125
[19:04:41.511] - Finished
[19:04:41.512] - Sha caled by host: d68d8249acf3d1bdd294892959e806fc32111f2186d091542efd1aa01f25bfd2
[19:04:41.512] - xip mode Verify
[19:04:41.543] - Read Sha256/20624
[19:04:41.544] - Flash xip readsha time cost(ms): 16.9248046875
[18:04:41.544] - Finished
[19:04:41.559] - Sha caled by dev: d68d824%acf3d1bdd294892052=806fc32111f2186d091542efd 1aa01f25bfd2
M - Verify s
[19:0 60] - Program Finished
[19:04:41.560] - CPU Reset
[19:04:41.638] - All time cost(ms): 1856.032470703125
[19:04:41.866] - [All Success] W
< >
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